
   

 
 
 
 
ICT Update 
 
The IT team have been working throughout the Summer and Autumn term ensuring that the school is fully equipped 
following the ransomware attack which took place in July 2019.  This was work that was planned over the summer 
holidays 2019 but could not happen due to the impact of the attack on the schools’ network. 
 
We have not been able to accurately identify the actual way that the attack happened, but it appears most likely 
that the credentials belonging to a member of staff working at the school were accessed during remote working; 
since the attack the remote desktop has been turned off across the Trust so that this cannot happen again.  The 
Trust have also improved their back up solutions and antivirus software.  This upgrade had already been scheduled 
for Summer 2019, but unfortunately the attack happened a week before this had commenced.   
 
As this attack happened at the end of the day on Friday the people instigating the attack had the weekend to work 
their way through the IT in school and managed to disable the back up servers which is why it was so difficult to 
recover the data; this server needed to be totally rebuilt in order for the back up tapes to start to be recovered.  
 
The new backup server has now been installed and this allows a temporary virtual server to be stood up within 
minutes of a production server not being available; as mentioned previously this was planned to take place during 
the summer break as part of the Trust ICT strategy, and in addition to this the Trust have  upgraded to a new end 
point antivirus that also has inbuilt behaviour learning software that spots and stops suspicious activity. 
 
As we have previously informed parent(s)/carer(s) and staff we can give no full assurances on the data that was 
stored on the school servers, but in ransomware cases data is typically encrypted to claim money from the company 
involved and not a threat to use/release data. This is what was requested at Heritage High School. 
 
Our SIMS data (our management information system that stores all personal details relating to staff and students) 
is encrypted through the company which produce the software and would require access to the SIMS database in 
order to load any data.  In addition, the whole management information system is password protected.  Capita, 
who is the company that own SIMS, do not release this system to anyone other than a registered school or Local 
Authority and so we are confident that personal data has not been shared. 
 
As well as additional policies in place requiring stronger passwords for staff using the network and limiting any 
factors that could potentially harm the network for example, we no longer allow data sticks to be used in school 
that have not been cleared by the network team as being safe, and then any data is placed on our shared server. 
The Trust Network Managers also undertake regular phishing test emails on the system.  These systems have 
been implemented across all schools in the Trust. 
 
With regards to the catering upgrades we would like to reassure parent(s)/carer(s) that this information will be 
stored locally on site on a dedicated server which is only accessible to the IT network team and is backed up by 
the upgraded backup server and antivirus software. 
 
Should parent(s)/carer(s) require any additional information, please contact the school by email through 
parent@heritage.derbyshire.sch.uk 


